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CHAPTER-5 Security & Future of loT Application

Q.1. Write short notes on the following:
a) Malware
b) Phishing
c) Active Attack
d) Vulnerabihty
e) Cryptography
vee | farafaf@a w dfdca feouol faf@w :

a. Ans.  Malware (mahel are) are the software programs designed to
damage or do other unwante tions on a computer system. Some examples of

malware include Virusxvo , Trojan horses, and spyware.

Malware can caus%
information. ‘

on the computer hard drive by deleting files or directory

1 %n attempt of acquiring sensitive imnformation, such as usernames,

credit card details, by hacker in an electronic communication.

C. ification of messages being transmitted, capturing authentication sequences
and obtaining extra privileges, creation of false messages etc. are a few active attacks.
Active attacks are difficult to prevent because they require protection of all
communication facilities and paths at all times. But one can detect and recover from
the disruptions caused by them.
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or 1ts design that allow an intruder to execute commands, access unauthorized data,
and? Or conduct denial-of-service attacks.

e. Cryptography is technique of securing information and communic %Jgh
use of codes so that only that person for whom the information is 1 ed can

understand it and process 1t. Thus preventing unauthorized access to 1 ation.
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Q.2. Dehne Encryption and why it 1s used?
v 2. ufepeere &Y aisna &Y 3w I At fRar Srar @

Ans. It 1s a process of converting the data of file into an unreadable format to protect
the data from attack. It 1s being widely used 1n an organization to secure their data.
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Q.3. what are terms of security?

°
WoaT 3. GI&T dr et T g \9
A.3. The key terms for security are Confidentiality, Integrity and Pﬂﬁ&h .
It 1s also known as CIA. These three things are conside d%g* most important
components of the security. Confidentiality mean he mnformation and
iZEl

the mformation remain between the client and or , and not sharing the

mformation with other people. \r
Integrity means the reliability and trusted d@ efers to real and accurate data.

Availability refers to access mmformation fr ecified location.
AT & T wirE o e, @ﬁh suerstrar ¥

S8 W3MET & A @ ot S d At Fr qEaT F1 FEE Ageaqet
UeH AT AT ¢ Tew AR TIed & fiT FAFR AR ATARHY
&Y 8T T, 3 3T A F ATAPRI AT A€ FIATI

IR Regwediw 321, st aeafas ik &% sar &

T § FAFR dF Ggaa ¥ ¥

an 1ncorruptible digital ledger of economic transactions that can be
programmed to record not only financial transactions but virtually everything of
value. In simple terms, it 1s a decentralized distributed database of immutable
records that are managed by a group of computer but not owned by any single entity.
It 1s stored as a database or a flat-file.

A4 TE MAF A3 FT v It Bfves sdamar ¢ O 7 Faa el A
afed e WY Ao & RAE F NI F & e DA B o1 awar §1 W
veal A 7F IaRader affoEl 71 w Reslsa Rala dodw § ot F9w &
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S STEH AT FlT-BI5d & 0 & I fhar ST 2
Q.5. How does block chain works?

9ol 5. seliehdlel A FHTHA FIAT 87 Q
@ using

°
A.5. 1s consists of immutable records of data called blocks Vﬁt%

cryptography. It 1s nothing but a process to encrypt and secure data unication

from third parties in reading private messages. Once the data has been recorded, it

will not be changed. It works like a digital no tamps to avoid

Tampering of information.
U.5.ﬁ§a$mﬂﬁaﬁﬂﬂﬁ'éaﬁ%ﬁ%m g St frcewmdr &t
mmﬂ?aﬁ%lwﬁﬁﬁﬁﬁﬁm &7 & 37 §OR F Uieshce

(Y

I gitra w=a A 9w & sremar sk \élwmgaﬂﬁéamas
d1g, 3@ 9ol @&l FATT| g T4 F & 9T tH Rfoed Aed fr
RE FH FIAT &

AT & A1 B3T3 ‘

Q.6. What do you mean'by I ion?
9o 6. Tfesroers & 39 &
A.6. It is a proce &C&onverting the data of file nto an unreadable format to
protect the d c . It 1s being widely used 1n an organization to secure their
data.

¥ IO F QU vEd F 3T F TF JUSHT IR H gRafda
H 21 el darew F IR 3T F gRE @R F AU sEE wamE W

ST @7 2

Q.7. How will you make your smart home more secure ?
YRS 7. 319 Iqa TAE g 1 AR AT g F qemen
A.7. To make your smart home secure, do the following:

e (Give your router a name: Don’t stick with the name the manufacturer gave it -
it might 1dentify the make or model. Give 1t an unusual name.

e (Change default usernames and password:
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Cybercriminals probably already know the default passwords that come with
many 1ot products. That makes 1t easy for them to products. That makes 1t
easy for them to access your IoT devices and, potentially , the information on

Them, so, change default usernames, and passwords. Use unique plex
passwords made up of letters, numbers, and symbols. Qj

Keep your software up-to-date: Mobile security 1s impor u may

connect to your smart home through mobile devices. Up you might
have to visit their websites to check for them. Be sure ad update and

apply them to your device to help stay safe. E
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I 9T ST Tt ST FLAT 93 Wl ol AT T F wgrmar & v
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Q.8. How will y)u make a password strong?
YRS 8. 3T YrHas N FW FAIqd Fear?

A.8. A strong password must:
Be eight characters long (character which include uppercase A-Z, lov?%e a-
de’"!

z; numbers 0-9; symbols found on the keyboard and spaces w i@
@#SN& () _-+={} IIN] 53" <>,/

Not contain user, real or company name. %
Not contain a complete word and be different fr &%}) sswords.
U.8. T Holqd Jras gler aifew: %

-maﬁaﬁﬁ(ammﬁmu,mm% 0-9; FrEE 3T Raa
Wwwaﬁmmanﬁaﬁw@ﬂ&aﬁt () _-+=01N | sm<> .

2/) b

Q.9. What 1s different betwe
g 9. heleT § AR g A .
A.9. A Trojan horse § te sed to describe malware that appears, to the user, to

perform a desira ction but, facilitates unauthorized access to the user’s
computer syst

A compute 1s a self-replicating computer program. It uses a network to send
copies of 1 ther nodes and 1t may do so without any user intervention.

T, v T o ¥ R 3w dadRR F avia F & v R s
g S F ASAT FE T F AT gwe gar g, Afwer swahrsat F Foge
fvew a& sftga wga 1 gRwT va= Far 2

TF FY g Th FE-faFfa FTg e g1 aF 3w Aizw & @ fr g
Ao & AT tF dead F 3TAT a1 ¢ AR 7w e Fl sweEar geasw F
AT FX FHhAT B
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Q.10. What 1s DNS spoofing?

9.10. SreeTew Fqfhar Fr g

A.10. Domain Name Server (DNS) poisoning or spoofing i1s a type (DNS)

poisoning or spoofing 1s a type of cyber-attack that exploits system vulnerabilities
the domain name server to divert traffic away from legitimate servers cts 1t

towards fake ones. \

T.10. ST A7 R (DNS) Gigarfaiar a1 FFT tF 5FR (DN %* a1 e
TF YHR & AZEH-gAAT § A1 ¢fbr # 30 §G & r&@gﬁamw
# e waeiRat w1 wrrE s § Ak @ % FréRE aa §1
Q11. What is Brute Force Attack ?

W1 1. € BT A FAT g7 \
All. A Brute Force Attack 1s the simples gain access to a site or server
various combinations of usernames

combiations that will need to be owever, 1f the password 1s weak 1t could

(or anything that 1s password protected)
and passwords again and again untiQI . the longer the password, the more
rt.

merely take seconds with hard

vll. et wTse a1 wET (AT 7 UrEag § QAT §) T 9gT ITd A &

v 3¢ v s Q@aﬁwhws@ﬂmaﬁrﬂ%ﬁﬂr—«r

AT H IR-IR HTSTATT § I a& & g eI o 37 0| qHEs Sdar

daT g, 3de TSl T GHETOr FIA T AHERTRaT @l g, IfE
'b e T A A wa § Re Rl s ¥

A.12. Ransomware 1s a form of malware that encrypts a victim’s files. The victim to
restore access to the data upon payment.

.12, {gAaw AW F1 v w7 § St T i el 5 vewe war §) e
w?aaﬁqgamaﬂ#%ﬁvvﬂ%al
Q.13. What 1s Botnet?

A.13  Botnets consist of many bots working together, may be used to gamn
unauthorized access to computer system and infect computers . For example, The
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attack used the Mirai IoT Botnet, taking control of over 600,000 Iot devices to
flood Dyn with traffic in a massive DDoS attack. The devices seemed to be mostly

routers and IP cameras.

IP cameras are frequently targeted Io'T devices.
A.13 dieic H TFH WY HH FId qTd FF di€ gd &, [dAdT 39T 7
a% IARFd TgT Urd Fa IR FY F wHAT Fa F e gl

3eEeT F AT, gHa & S IS diede F1 SEAATT ) 600,000 &
HF TSN 3UHIoN H1 AIIor F forgr = arfed

IR F WY ST H 916 HI &A1 JAT TF| <
T W qI

SN FAY 3FA 10T 3RO H dfdIT IS &1
Q.14. List few tips to 1dentify phishing.
qes 4. YT Y ggae = & AT FE
Few tips to 1dentify the phishing a
Do not trust the display name
Look at the content of ail, but do not click it.

Do not give away any personal information.

T.14. fRRY T & AT 7o goa 3@ 996K &
T T H
# 3¥, Afde 37 W fFaw 7w
AfFdaaTd IEHERT T &
scuss goal of Brute Force Attack.
B 3eH & d&T i g4ar wW|
Goal of Brute Force Attack are as follows:

Theft of personal mnformation such as passwords, passphrases and other
mmformation used to access online accounts and network resources.

Collect credentials to sell to third parties.

Defacement of websites and other mformation m the public domain that
could damage the reputation of the organization.
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e Redirecting domains to sites holding malicious content.
T.15. §€ BN 3w & 8T 39 YFK o
o ¥ FTTFH AW THTS, TP AR IioTensa @il IR Acad F@TH=
% Tgae & U STAT A A qTe HeT AR H oA Q
o T wall F IEA F v FIT T \Q
o HEfa® ST # dgwmsel AR I gEesh F AT S HWarewr i wfaser
F THA TEAT FHAT ¢
o gHTEATOT WA @A aTelt WgEl W ST gﬂ
Q.16. How IoT and AI are used to track Endangered. Species?
e 16, T YSTAAT # ¥F & & faC 10*1&/& ST $4 B ST

d or going extinct m various

A.16. There are many animals that are g
countries So Wild Track’s footprint identification technique (FIT) uses Io'T and Al
@glﬁ

algorithms to 1dentify the species, mdivi ge and gender of an animal from its
unique footprint.

T.16. W & AR & A Sawmmﬁqwrg’rrg%saﬁvmam
ﬁmﬁmm ) s ik TarE veMRew 1 SuahT R
Waﬁrmﬁ'ﬂ’rm( faar A 39% IgfRd wiRea @ waea F fav

@erence between strong and weak artificial intelligence?
FHSIN FAA qieFcar # 41 AT

difference between strong and weak artificial Intelligence are listed

i 3R FHER it Rae Rfeew F fiT i A geeg &

Weak Al Strong Al

Narrow application, with very limited | Widely applied, with vast scope

scope HYF T § o9 G g’y & |91y
a5 HIAT G & AT HRIT HeIAT

Good at specific tasks Incredible human level intelligence
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Hqed A FAX H ghgaear

Uses supervised and unsupervised

learning to process data

2 F FERT A & v dafaa ik
Heqaaeft fRraTor FT FUAYT Fem ¥

Uses association  to

clustering and

process data
3t vaEfeersT &

For example Sir1, Alexa, etc.

3erelor & fav fAd), wererdr, anfel

For example advanc 0 ‘
3eTe0T & fav HK‘

Q.18. What 1s the difference between IoT and Al

g 18. IoT 3 Al H F4T 3aX &

E)

IoT

IoT 1s a concept based on the very idea
of everyday physical objects with
ability to communicate directly ov
Internet.

IoT 1s a vast network of ated
computing devices connected to the
mternet.

These devices can ccumulate and
transfer data ork without any
human nteracti

IoT 3 %m FA A &HAT
¥ A sifas aeqat & RER
T TH ITUROT gl

0T § ¥ 3 WER weafta wegfear
3YHION HT TH faeer Aca® gl

¥ ey fOar Rl A=dT 99F &
Acad YW ST P A THd &, TAT
Fhd & IR TUEERT F FHhd 2

AL18. The difference between ToT and AT are mﬁﬁe%(:

Intelligence (Al), on the other

1s an area of computer science to

ate machines to do mtelligent things

the way humans do, or possibly even

ctter.

Al, on the other hand, 1s all about

creating smart, intelligent machines that

can behave and react like humans,

providing them with the actuation, data
strong and processing.

qall 3R, ftfrfrer RfeSw (wams),
FoqeX e &1 o & S gfgHEe

det w6 & v wefat @1 e
T ¥ oW e @ ATw F@ oW
Had: 3G Y gl

@l 3R, was T, gfgHT AMA q@w
F AN A § S AT N e A9 3R
gfafear & gFd § 37 vFge, e
HIGA 3 THERAOT Y& FT FFA
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IoT 1s about connecting machines and
making use of the data generated from
those machines.
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Al 1s about simulating intelligent behavior in
machines of all kinds.

g Wt wER f; welAt A giywTr

mmwmaﬁﬂﬁ
@

IoT will not work without Al.
e ALl & 10T A JAET S|

Al is not dependable on

AIIoTtlTﬁrs-’iTaé’r

trackers,
smart

Applications include fitness
health  monitoring  devices,
wearable’s, smart parking etc.

mﬁﬁmw,wwm
3YHIT, THTE ﬁ'qiaw,mﬂqﬁnaiﬁ
enfAer &1

Application« o c ude machine

learmng, guage processing,
robotlc ognltlon etc.

# aefer afeter, wpfaw

, VafeFd, T UgaleT 3AThe

Q.23. List some application of Al

Yo 23. WS & $& IHIANIN A
A.23. Some applications of Al

S

Natural language
Chatbots

Sales predictio
Self-drivin

T.23. THTS
%lww

1al expression recognition Image tagging

ST #18 IR 1 FfFcafFa sgaw oy R




